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1. Prefacio

1.1. Finalidade

Este documento tem por objetivo apresentar o processo de configuragdo do Apache Server (em uma DMZ, por exemplo)
para que 0 mesmo sirva de front-end (porta de entrada) para uma conex&o externa (na WAN) e segura (via HTTPS) com o Portal
do JBoss/Datasul instalado internamente (na LAN) que continuara utilizando o protocolo HTTP.

1.2. Publico Alvo

A complexidade do processo requer profissionais com conhecimento prévio em Microsoft IIS, tendo em vista que neste
documento ndo iremos abordar outros aspectos de configuragdo desta ferramenta, como a instalagdo do certificado SSL que ja
deve estar previamente instalado no servidor e associado ao site em questao.

1.3. Informagées Adicionais

Os redirecionamentos, ou encaminhamentos das requisi¢des externas para o servidor interno séo feitos por meio de duas
extensdes do IIS, o “Application Request Routing Cache” e do “URL Rewrite”, sendo que na dltima definiremos as regras de
entrada e de saida para as requisigdes HTTP.

Estas regras levam em consideragdo os enderegos utilizados no arquivo josso-agent-config.xml do JBoss/Datasul.

N&o sdo necessarias quaisquer configuragdes adicionais no ambiente do JBoss/Datasul. A documentagao considera que
0 ambiente do produto Datasul utiliza a instalagdo padréo do produto.

No cenario exemplo de configuragdo neste documento o servidor IS estd instalado no enderegco “externo”
http://jaguaribe.jv01.local. J& o servidor JBoss/Datasul encontra-se instalado no enderego “interno” http://10.80.5.11:8480, que

continuara sendo acessado normalmente.
O proxy devera encaminhar as requisi¢des dos seguintes contextos para o JBOSS:

portal — resources do portal genérico

josso — resources e servigo de autenticagdo
dts/datasul-rest — servigos para acesso AppServer
dts/dts-utils — utilitarios do framework HTML
dts/custom — Customizagdes do cliente

dts/mpd - resources do portal de pedidos

dts/mla - resources do portal do MLA

dts/crm — resources do portal do CRM

1.4. Documentagdes Importantes

A documentagé@o do Apache pode ser necessaria durante esta configuragdo, e pode ser obtida diretamente no site da
Microsoft.
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2. Configuragao

Neste capitulo citaremos as configuragbes do Proxy Reverso. Para informagdes adicionais sobre as configuragdes
citadas, verifique a documentacao do IIS, conforme citado previamente.

Os enderegos e caminhos de arquivos devem ser ajustados conforme o seu ambiente.

2.1. Instalagao das Extensoes do IS

Acesse a ferramenta de gerenciamento do IIS (Internet Information Service Manager), ou inetmgr.exe, e verifique se as
extensdes acima mencionadas j& se encontram instaladas no IIS.

Caso ainda néo estejam siga os passos a seguir, lembrando que estas sdo instaladas por meio do “Web Platform
Installer” que seré instalado automaticamente caso ainda n&o tenha sido.

o Instalar a extensao “Application Request Routing Cache” a partir do enderego
(http://www.iis.net/downloads/microsoft/application-request-routing), que também instala automaticamente a extenséo
abaixo.

e Instalar a extenséo “URL Rewrite” que pode ser encontrada no endereco (http://www.iis.net/downloads/microsoft/url-
rewrite).

Apbs instaladas, as extensdes seréo apresentadas na tela do Gerenciador de Servigos de Informagdes da Internet (IIS),
conforme imagem abaixo:

¥ Internet Information Services (I1S) Manager HEE
@\-4 | €3 » acusmiee » VAR [ 2 B4
Eie  Yiew Help
TR ] ‘j‘, JAGUARIBE Home po—__
5 Start Page = =~ i . Z Restart
a “3 JAGUARIEE (W01} mishix Filter: A Go = g Show Al | Group by: Area > [35~
.} Application Pools ASP.NET
B @ Skes s p coay . . e Stop—
#-33/ Server Farms =N N 1 ‘& 0 7‘7)\;, ;; ab il”'! View Application Pools
NET NET NET Error NET NETTrust  Application  Connection  Machine Key View Sas .
Authorizati,..  Compilation Pages Globakzation Levels Settings Strings Change .NET Fram Sereor
E R L& & o v
25 85 4 - Onlne Help
Pages and Providers  Session State  SMTP E-mai
Controls
s}
= £ - p— ¢
n \ =0 1 [ TR ey
ﬁ' 13) g o =0 L& & &
g Authentication Ce i Default Directory  Error Pages FaledRequest  Handler
Request Ro... Document Browsing TradngRules  Mappings
P &E& X 1 a el e
a2 &« & ¢ W = #M ¥
HTTPRedrect  MTTP  ISAPIandCGI ISAPIFikers  Loggng  MIME Types  Modules Qutput
Respo... Restrictions Caching
= # Ve
9= =
Q- f @y
Request URL Rewrite Worker
Filtering Certificates Processes
Management
- NF 9
- 15 X
Configuration  Festure Shared  Web Platform
E Delegation  Configuration Installer
L | »f [Elrestures view |- Content view
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2.2. Configuragao do Application Request Routing

© To1VS

Na raiz do servidor, abra a extensdo “Aplication Request Routing Cache’, como demonstrado na imagem anterior.
Clique entdo em “Server Proxy Settings...”:

File  Yiew Help

o @_ﬁ Stark Page

EIHE' JAGUARIBE {1¥01\gionei. misturs
2} Application Poals

H- & Sites

[-531 Server Farms

qgl Application Request Routing Cache
#

Use this Feature ko wiew runtime statistics for Application Request Routing, Use the Actions to configure disk cache settings and

manage cached content,

Drive Location = | Priorit | Health Status

| Maximum Size (GE)

| Utiiza

Cache Management
Cache Configuration...

Cache Control Rules...

Drive Management
Add Drive...

Add Secondary Drive. ..

'@ Help

Cnline Help

Habilite o Proxy e desabilite a opgéo de “Reverse rewrite host in response headers”, e entdo em “Aplicar’, conforme

tela abaixo:

File Wew Help

;&5 Start Page

qu JAGUARIBE (1v01\gionei. mistura
¥ Application Pools

5| Sites

B33 Server Farms

@él Application Request Routing

Use this feature to configure proxy settings For Application Request Routing,
¥ Enable proicy
Procey Setting
HTTF wersion:
IPass through j
W Kkeep alive

Time-out {seconds):
Jtz0

# [ Reverse rewrite host in response headsrs

Custom Headers

Preserve client IP in the Following header:
IX-Forwarded-For

¥ Include TCP port from client TP

Forwarding proxy header value:

2.3. Configuragdo do URL Rewrite

|»

@ Server routing rules have not
been created, Click "Use URL
Rewrite ko inspect incoming
requests” to create these rules,

/1. Enabling proxy allows requests
to be potentially routed to
servers outside of vour server
Farm.

5/ Apphy
5% Cancel

42 Back to ARR Cache

Advanced Routing
LRL Rewrike, .,

@ Help

Online Help

No site configurado no IIS, abra a extensdo “URL Rewrite’. Em primeiro lugar, devem ser configuradas duas pré-
condigbes que serdo utilizadas nas regras de saida, e em seguida as regras que encaminham das requisigdes.
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= E3

"!-E Internet Information Services {II15) Manager

@Qa [@ ¥ JAGUARIBE » Sikes » Default Web Site  »

]iﬂ ai |®'

File  Wew Help

| Start Page
= Hﬂ JAGUARIBE (Iv01ygionei, misturs
¥ application Pools

Sites

-3 Default Web Site

_ﬁj Server Farms

E=

2.4. Configuragao das pré-condigées

q Default Web Site Home

Filker: - Go - %Show All |Gr0up b area - '
ASP.NET
9 A ¢ [ o
MET MET JMET Errar MET JMET Profile  MET Raoles JMET Trust JMET Users
Authorizaki,..  Compilakion Pages Globalization Levels
. = 9
| [
5 2 & [&
Application Conneckion  Machine Key  Pages and Providers  Session State  SMTP E-mail
Settings Strings Conkrals
IIS
Bl = — = =N
2 4 (o B B & @
Authentication Compression Default Directary Error Pages Failed Request  Handler HTTP Redirect
Docurnent Browsing Tracing Rules Mappings
_ - o
O B8 » M » & &
ISAPI Filters Logging MIME Types Modules Cukput Request 551 Settings
Caching Filtering

Abra a opgéo “View Preconditions...”:

‘E Internet Information Services (I1S) Manager

Open Feature

2 Explore

Edit Permissions. ..

Edit Site
Bindings...
D Basic Settings...

Wiew Applications

Yiew Virtual Directories

Manage Web Site £
= Restart

Start

Stop

.~

Browse Web Site
| EBrowse *:80 {http)
Browse *1443 (https)

Advanced Settings...

Configure
Failed Request Tracing...

Lirnits. ..

Install Application From Gallery

@

Help

M= E3

&~ @ -

@5}‘ [@ ¥ JAGUARIBE » Sikes b Default Web Sike »

File  Wiew Help

ﬂ JAGUARIBE {v014gionei. misturs
¥ Application Pools

Sites

&0 Default Web Site

33_| Server Farms

q URL Rewrite

Provides rewriting capabilities based on rules for the requested URL address and the content of an HTTP response,

Inbound rules that are applied to the requested URL address:

Mame

| Input

| Match

Pattern

E clique no botao “Add...”:

Add Rulels)...

Revert ta Parent

Manage Server Yariables

View Server Variables. .

Manage Providers
View Rewrite Maps...
Yiew Providers. ..
Inbound Rules £
Import Rules...

Outbound Rules £

Migs Preconditions..

View Custom Tags...

'@' Help

Cnline Help
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'!EInternet Information Services {IIS) Manager HE R
@ &y [ &) » IAGUARIBE » Sites b Default WebSte b | & < @ -

File  Wew Help

@- L\ |8 g Preconditions for Outbound Rules
= 3

5 Start Page

= JAGUARIEBE (IvO1\gionei, mistur.
]} Application Poals

Preconditions are used to determine whether the response should be evaluated by outbound rules.

| Zounkt

Collgction Mame  ~

| Entry Type

42 Back to Rules

'@' Help

E-[&] Sites
- -0 Default Web Site
[#-55 Server Farms

Online Help

A primeira pré-condi¢do verifica se a requisicdo em questéo é de redirecionamento. Na tela “Add Precondition” Informe

“isRedirection” em “Name”. Depois cliqgue em “Add”.

Add Precondition EHE |

Mame:

- IisRedirectiDn

Llsing:
IReguIar Expressions j

Lagical grouping:

[Match Al |

Input Pattern

IR

Edit. .. |
Remoye |

[Mowve g |
Mave Cown |

| Cancel |

Informe as seguintes informagdes na tela “Add Condition”:
Condition Input : {RESPONSE_STATUS}
Pattern: 3\d\d
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Add Condition EH

Condition inpuk:

) [{rESPONSE_STATUS}

Check, if input string:
IMatches the Pattern j

Pattern:

- |3'l,|:|'l,|:| Test patkern. .. |

v Ignore case

Zancel

L

Clique no botdo “OK”.

Na tela de “Preconditions for Outbound Rules”, clique novamente em “Add...” para incluir a segunda pré-condic&o,
para verificar se contetdo retornado pela requisi¢do é HTML.

Na tela “Add Precondition”, informe o valor “responselsHTML" no campo “Name”. Clique em “Add...".

Add Precondition EHE

Marme:

‘ IrespunseIsHTML|

Llsing:
IReguIar Expressions j

Logical grauping:

[Match &l |
Input Type Pattern D a.

Edit.,.. |
Remove |

[Mayve g |
[Mowe Down |

2K I Zancel |

Na tela “Add Condition” informe:
Condition Input : {RESPONSE_CONTENT_TYPE}
Pattern: Mext/html
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Add Condition EH |

Condition inpuk:

- I{RESPONSE_CONTENT_TYPE}

Check if inpuk skring:
IMatches khe Patkern

Pattern:

- I’“‘text,l'html

v Ignore case

Tesk pattern... |

Cancel |

Cliqgue em Ok, e “Add...” novamente.

Na tela “Add Condition” informe:

Condition Input ;: {RESPONSE_CONTENT_ENCODING}

Mude: “Check if input string:” para “Does Not Match the Pattern”
Pattern: gzip

Add Condition E |

Condition input:
-I{RESF‘ONSE_CONTENT_ENCODING}

Check if inpuk skring:

-IDDES Mot Makch the Pattern

Pakkerm:

- Igzip

v Ignore case

=~

Test pattern... |

Cancel

L

Clique em Ok duas vezes e verifique se a configuragdo condiz com a mostrada abaixo:

© ToTVS

'!Elnternet Information Services (IIS) Manager [_ 2] x|

EEEICE

@,,, [Q:) » IAGUARIEE » Sites » Default web Site »

File  Yiew Help

(Comections
ORI

& Start Page

@ Preconditions for Outbound Rules

Add...

E&j JAGUARIEE (Iv01Ygionei.misturs
-} Application Pools

—-[&] Sites
@ Default Web

33 Server Farms

Versdo 1.0
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2.5. Configuragao da Regra de Entrada

Esta regra define que todas as requisicdes para os contextos de portal, devem ser encaminhadas via HTTP para o
JBoss/Datasul.

Ainda na extens&o “URL Rewrite” do site, clique em “Add Rule(s)...”:

'!EInI:erneI: Information Services (IIS) Manager A= E
@,, J | @ » secueriEE b Stes b Defaul websie | &« 0@ -

File  Wiew Help

@ URL Rewrite

=] JAGUARTEE (W01 \gionst misturs Provides rewriting capabilities based on rules For the requested URL address and the content of an HTTP response. Reverk to Parent
¥ application Pools Inbound rules that are applied ko the requested URL address: Manage Server Yariables
Sites Mame [ Input [ Makch Pattern Yiew Server Variables. ..
&) Default Weh Site
3| Server Farms Manage Providers

View Rewrite Maps...
Yiew Providers. ..

Inbound Rules £
Impork Rules...

Outbound Rules L
Wiew Preconditions. ..
View Cuskom Tags. ..

i@' Help

Orline Help

E escolha a opgao “Blank rule” em “Inbound rules”:

add Rule(s) BE |
Select a rule template: E
i

Inbound rules

3lank rule 2% Rule with rewrite map
‘7 Request blocking

Inbound and Outbound Rules
i, User-Friendly LRL & Reverse Proxy

Outbound rules

' | Blank rule

| Search Engine Optimization {SEO}

@ Frforre lnwerrase LIRS iz Cannniral dnmain narme ll
Select this template bo create a new inbound rule without any preset walues, This template opens the "Edit Rule”
page that wou can use o defing a new rewrite rule For changing the requested URL address.

K I Cancel

Configure a regra conforme o exemplo abaixo, considerando o nome do servidor no parametro Rewrite URL:
Name: DatasulPortal
Pattern: (portalljosso|wsexecbol|dts|menu-html/resources/user|menu-htmli/authentication)(.”)
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Rewrite URL: http://10.80.5.11:8480/{R:0} Se for usar HTTPS no IIS, use https nessa URL

Agdes
5y Aplicar
5% Cancelar
é::' Back to Rules

@ Ajuda

q Edit Inbound Rule

Name:

DatasulPortal

m
1L

Match URL (~)

Requested URL: Using:

Matches the Pattern ~ Regular Expressions ~

Pattern:

-
|

_f‘> |"\(portal|j0sso|dts|menu-html.-"authenticati0n|menu—|’1tm|.-"resources)(.*) Test pattern...

lgnore case

Conditions L4
Server Variables e
Action (a)
Action type:

Rewrite ~

Action Properties
Rewrite URL:
==l http://10.80.5.11:8480/ {R: 0}

Append guery string

O Log rewritten URL

[] Stop processing of subsequent rules

Apbs cliqgue em “Aplicar” e “Back to Rules”.

2.6. Configuragao das Regras de Saida

Estas regras definem as alteracdes que sdo necessarias nas respostas das requisigdes trocando qualquer referéncia ao
servidor JBoss/Datasul para o servidor IS, seja em redirecionamentos (Location), pardmetros ou até mesmo no conteudo de
paginas HTML.

Ainda na extensdo “URL Rewrite” do site, clique em “Add Rule(s)...”, e selecione a opgao “Blank rule” em “Outbound rules”.
Clique no botdo OK:

Versdo 1.0 11
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Add Rule(s) EE |
Select a rule template: E
Inbound rules =
& Blank rule iz Rule with reswrite map
3 Request blocking

Inbound and Outbound Rules
i User-Friendly LRL | peverse Proxy
Outbound rules

-'

Search Engine Optimization {(SED)

lank, rule

@ Foforee lnwercase R < i1 Cannniral domain name: LI
Select this template to creake a new outbound rule without any preset values, This template opens the "Edit Rule”
page that wou can use to define a new restite rule For changing the content of an HTTP response.

I I Cancel

2.7. Configuragao do JOSSOLOGIN

Esta regra modifica os redirecionamentos feito pelo processo de autenticagdo do JOSSO trocando as referéncias do
servidor JBoss/Datasul pela referencia do servidor do IIS.

Name: JossoLogin

Selecione a Precondition: isRedirection

Mude: Matching Scope: para: Server Variable

Variable Name: RESPONSE_Location

Pattern: *http://(jaguaribe.jv01.local|10.80.7.134):8480/(.")

Value: http://jaguaribe.jv01.local{R:2} Se for usar HTTPS no IIS, use https nessa URL

12 Versao 1.0
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"!-E Internet Information Services (I1S) Manager [_ 2] x|
@ 3 [@5 » JAGUARIEE » Stes P Default web Ste » | & @ -

File  Yiew Help

€-- |z e

------ € Start Page Hame:

0 Edit Outbound Rule

| v

53¢ Cancel

é...aj JAGUARIEE (Jvougic- possoLogin

[ Application Pocls

=&/ Sites
-8l Precondition:

42 Back ta Rules

'@' Help

@ Default Web 5i
35| Server Farms IisRedirection

Online Help

= Ed. |

Match

Matching scope:
IServer Yariable = l

Variable name:

IRESPONSE_Location

Wariable value: Using:

IMatches the Pattern 'l

Pattern:

Reqgular Expressions j

=

I"http:,l’,l’(jaguaribe.jvﬂl Jocal| 10,80,7, 13484800, *)

v Ignore case

Test pattern... |

| Conditions

Action

Ackion bype:

IRewrite = I

Action Properties

Yalue:

=

Ihtt,p 14/ 3vd0000S06. jw01. local/ {R:2}

I Replace existing server variable value

‘. | o] Eresmeeven ] Gotnevn

Depois, clique em Aplicar e Back to Rules.

2.8. Configuragao do JOSSOBACKTO

Esta regra modifica os parametros de redirecionamentos feito pelo processo de autenticagdo do JOSSO trocando as
referéncias do servidor JBoss/Datasul para referencias ao servidor do IIS.

Clique em Add Rule(s) novamente, e selecione a opgéo “Blank rule” em “Outbound rules”. Informe nessa tela:

Name: JossoBackTo

Selecione a Precondition: isRedirection

Mude: Matching Scope: para: Server Variable
Variable Name: RESPONSE_Location

Pattern: (.*)http://(jaguaribe.jv01.local|10.80.7.134):8480(.*)
Value: {R:1}http://jaguaribe.jv01.local{R:3} Se for usar HTTPS no IIS, use https nessa URL

Versdo 1.0

13



Guia de Configuragao — Proxy IIS

Py

*EInternet Information Services (IIS) Manager

© To1VS

@Qa [@ b JAGUARIBE » Sitkes b Default Web Site  »

EE

File WYiew Help

o Qﬂ Start Page
Eﬂﬂ JAGUARIBE {Iv01\gionei . mistu
i[5} Application Podls
El-a] Sites

: @ Default Web
33 server Farms

=)

=)

g Edit Outbound Rule

IJossoBackTo

Precondition:

[isredirection =l e |
Match ~
Matching scope:

IServer Variable 'l

Variable name:

IRESPONSE_Location

Wariable value: Using:

IMatches the Pattern 'l

Regular Expressions

Pattern:

I(.*)http:,l’,l’(jaguaribe Jjw0l.local| 10,80,7, 134034800, %)

I Ignore case

[

Test pattern... |

| Conditions

IRewrite = l

Action Properties

Yalue:

Ackion -~
Action bype:

I{R: 1thttp://jaguaribe. jvOl. local{R: 3}

v Replace existing server variable value

[l Stop processing of subsequent rules

I | o] [rFestures vien ] 1 content view

Configuration: 'Default \Web Site' web.config

Clique em Aplicar e Back to Rules.

2.9. Configuragdo do BODYCONTENT

E

5% Cancel

M E
fh1@-

42 Backto Rules

'@' Help

Online Help

&

Esta regra modifica os conteudos HTML/JS trocando as referéncias do servidor JBoss/Datasul para referencias ao

servidor do [IS.

Cliqgue em Add Rule(s) novamente, e selecione a opgao “Blank rule” em “Outbound rules’. Informe nessa tela:

Name: BodyContent

Selecione a Precondition: responselsHTML

Pattern: http://(jaguaribe.jv01.local|10.80.7.134):8480
Value: http://jaguaribe.jv01.local Se for usar HTTPS no IIS, use https nessa URL
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0 Edit Outbound Rule

Name:
[odyCockent

Precondition:

Imsoome}ﬁlbl

| Match
Matching scope:
Ilwoome 'l

Makch the content within:

| =

Cortent:
[Mastches tha Pattern =

Pattern:

= e |

Custom tags:

Usng:
[reguis Expeessices a)

'up:mmu.wl.Iomxo.ao.'l.m).uao

W 1gneee case

Condibions

Ackions
Action type:

IRMRE 'I

Action Propertins
Vabon:

fntep://3aguaribe. 3v01. local

14l | »] [~ Foatses view |i. - Contant View

Configuration: Default Web Ste' web,confiy

2.10.

Ao final deste processo, reinicie o servidor IIS, clicando no botdo “Reiniciar’ na tela

Aplicando as configuracoes

Informagdes da Internet (IIS), como mostra a imagem. A configuracdo esté concluida!
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